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Executive Summary:

Salem State University Risk Assessment and Internal Control Planning and Procedures

1. Internal Controls are defined as the activities designed to assure:

Q0o

programs achieve their intended results

resources are used effectively and efficiently

programs and resources are protected from waste, fraud and mismanagement
laws and regulations are followed

reliable and timely information is obtained, maintained and reported

2. It is the intent of Salem State University to continually take steps to comply with the Office of the State
Comptroller’s mandates per MGL Chapter 647 Acts of 1989 and Office of the State Comptroller
Memorandum FY2001-28; June 29, 2001

a.

“Internal Control Systems for the various departments of the Commonwealth shall be developed
in accordance with internal control guidelines established by the Office of the State
Comptroller” MGL Chapter 647 Acts of 1989

“A departmental control plan is a high-level summarization on a departmental-wide basis,
of the department’s risk (as the result of a risk assessment) and of the controls used by
the department to mitigate those risks. This high-level summary must be supported by lower-
level detail i.e. departmental policies and procedures. We would expect this summary to be
from appx. pages depending on the size and complexity of the department.... 4 departmental
risk assessment is the identification and analysis of the risks that could prevent the department
from reaching its goals and objectives. This identification and analysis forms the basis for
determining how the risks should be managed.” Office of the State Comptroller Memorandum
FY2001-28; June 29, 2001.

3. Salem State University convenes an Internal Control Task Force annually. The Chairperson and members of
the task force are appointed by the President and represent a cross section of key functional areas within the
university. The following is a listing of the areas which task force members will represent:

a)
b)
c)
d)
e)
f)
9)
h)
i)
)]
k)
)

Risk

Finance and Facilities

Inclusive Excellence
Advancement

Human Resources and Equal Opportunity
Marketing and Creative Services
Information Technology Services
Academic Affairs

HSI/MSI

University Police

Enrollment Management

Student Affairs

m) President’s Office
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4. ** In accordance with the Office of the State Comptroller Memorandum FY2001-28; June 29, 2001 each
Committee member serves as a liaison to their respective areas to communicate, assimilate and update
respective area internal control plans and contributes to the updating of the University’s Risk Assessment
Document while also contributing to a review of the overall Internal Control Plan and Procedures which
incorporates the university’s Risk Assessment Document.

5. ** The tasks the task force needs to accomplish include each member: **

attending meetings

receiving their current section of the Internal Control Risk Assessment document(s)
reviewing their section of the Internal Control Risk Assessment document(s)

with their various constituencies, making revisions, updates and/or initiating new
documentation of areas of risk with corresponding risk mitigation and control procedures
assuring procedures are current

reconvening to discuss further steps that may need to be taken by the task force (optional)
Returning their updated Internal Control Risk Assessment documents via e-mail to the
chairperson or their designee for integration into the centralized document

G. Reviewing and submitting comments relative to the university’s Internal Control Plan
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6. Internal Control Risk Assessment
A. Every two years, an Internal Control Risk Assessment Document is generated by each area
represented by a task forcemember. Within the Internal Control Risk Assessment each task force
member is to:
i.  assess potential risk in their area(s)/departments of the university
ii.  document their assessments of exposure to risk
iii.  document procedures needed to be taken to mitigate risk
iv.  oversee the updating of the detailed procedures within their areas/departments
v.  submit an annual update to the Internal Control Risk Assessment Document
vi.  each area’s Risk Assessment document is returned to Financial Services and integrated
into the university’s Risk Assessment Document
B. On alternating years, the Internal Risk Assessment is updated, and oversight is provided to
ensure mitigation (step 7) of the top three risks.

7. The risk factors to be mitigated through Internal Controls as defined by the Government Accounting
Standards Board (GASB) are those activities designed to ensure

Programs achieve their intended results

Resources are used effectively and efficiently

Programs and resources are protected from waste, fraud and mismanagement

Laws, regulations, grant agreements are followed

Reliable and timely information is obtained, maintained and reported
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8. Per the Office of the State Comptroller memorandum, each department/area within the university is
responsible for maintaining and managing its own, detailed Internal Control Policies and Procedures that
substantiate the mitigation steps outlined in their section of the Risk Assessment document.
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9. Additional steps that are taken to assure sound internal control include:

A

B.
C.

Internal Control responsibilities are written into key job descriptions
Staff meetings with line staff define and discuss responsibilities for Internal Controls
Staff meetings with management define and discuss responsibilities for Internal Controls

10. Please Note: The university’s internal financial control systems and procedures are tested and reviewed
annually by an independent auditing/public accounting firm as part of its annual independent financial
audit in accordance with Generally Accepted Auditing Standards (GAAS).

11. The Office of the State Comptroller, Quality Assurance Bureau Director, is informed that the updated
Internal Control/ Risk Assessment_document is available to the Office of the State Comptroller.

12. Internal Control and Risk Management initiatives have included:
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University Wide Strategic Planning

University Wide Risk Assessment by external party

Payment Card Industry standards (PCI) Compliance Review

Data and Systems Security (‘Securing the Human’)

Emergency and Disaster Planning and Management Training

Sexual Harassment Awareness Training

State Ethics Commission Conflict of Interest Laws Training bi-annual implementation
University Wide Internal Control Risk Assessment and Internal Control procedures updates to
comply with MGL Chapter 647

Exiting Employee Procedures

Automated Asset Management System

Annual Independent Financial Audit

Information Technology Security Risk Assessment

. Monthly fraud awareness facts in ‘What’s New at SSU’ University wide newsletter similar to

the OSC ‘Weekly E-Updates’
Run, Hide, Fight Public Safety Video



